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Introduction to Face Anti Spoofing
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Introduction to Face Anti Spoofing

Face Anti Spoofing?| &2

& SESE = Q14 A|AHI2 presentation attackOl| 2 &S| F st 2|7t X5t

. Presentation attack: &= 214 A|AES £0|7| I8 7 Ee= Z=2HEl H|O|E] (ex: print, replay, makeup, 3D-mask, etc)
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Introduction to Face Anti Spoofing

Face Anti Spoofing?| &2

< AESHE LF QA A|AEI2 presentation attackOfl &S| F st X7t EXfiEt

ol
. Presentation attack: &= 214 A|AES £0|7| I8 7 Ee= Z=2HEl H|O|E] (ex: print, replay, makeup, 3D-mask, etc)
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Face Anti Spoofing

Spoofing: E 2t A|AHIO|L} QIF HAZ £0|AHL FHe = HIAs| EE 2S5t {= 42 H ol A

AL

Anti Spoofing: spoofing= Y X|5H7| 2|5t 7|&
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Introduction to Face Anti Spoofing

Evolution of Face Anti Spoofing
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Introduction to Face Anti Spoofing

Evolution of Face Anti Spooﬁng
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Introduction to Face Anti Spoofing

Deep Learning based Face Anti Spoofing

> Hybrid method

Commercial | |»  Common deep
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Introduction to Face Anti Spoofing

Dataset

< YU 27 E|= F20[ 3A 27HK| EXY
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Introduction to Face Anti Spoofing

False Positive

Evaluation Metrics FAR =

total number of spoofing attacks

— — False Negative
< H"ILX FRR =
M I- |:H: total number of living faces

- AN 2T AIA”OIM AFESEL = BIF X EEM, EERI HTERS 22 =58, AUCE 255 450| &5
FAR (False Acceptance Rate). 7t 2= H|O|E{(spoof)E &M L= Cl|O|E(ve)2 R 21ASH= HIE

«  FRR (False Rejection Rate): &4 €= H|O|EH(ive)E 71t Y= O|O|E{(spoof) 2 HR QlAISH= H|&

«  EER (Equal Error Rate). intra-database scenarioOfl Al AFE | E7+ X| HO|, FART} FRRO| ZO0X|= PH oA e| 2F
«  HTER (Half Total Error Rate): inter-database scenario®|A] AFE &|= 7t X|HO|H, FARTI FRRS| Bt gfC = Eéd%'
«  AUC (Area Under Curve): ROC =41 Of2ljo] HA S =Xt 7}

T

FAR FRR
3
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EER < _/.\ ]
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Methods of Face Anti Spoofing

Generalize to unseen domain — domain adaptation

X/

% Progressive Transfer Learning for Face Anti-Spoofing (2021, IEEE Transactions on image preprocessing)
*  IEEE, senior member2 M7 El HTRASO0| A5 CH, 18 58 7|& 52 21&
- SiE Ao 7[0H2 A VKR R%4E + AS

@ M2 Yol 0| H|O|EHE AE3}H= semi-supervised leaming 7|2t framework K| 2t

@ EX|Z3H =09l 7 XtO|E =0|7| 2|5l adaptive transfer mechanism X[ Ot

® Zdsta g 5= = pseudo label2 473517| £/l temporal confidence consistency mechanism= |2t

[EEE TRANSACTIONS ON IMAGE PROCESSING, VOL. 30, 2021

Progressive Transter Learning for
Face Anti-Spoofing

Rugjie Quan™, Yu Wu™', Xin Yu", and Y1 Yang™, Senior Member, IEEE
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing
<« G7HIE H 24 o=
. FAS B ATV RIE S T|Bto R T
© Z Eo17| 2lsiA B2 2| 0 £0| EEl spoof H|O|E{7t QTLE
@ OFX[ZF X H|O|E{2f spoof HIO|E ZH0]| =2 RARS [MZ20]| ‘etket 2i|0|&S X[Fst= 20| of2i=
@ L MER 782l spoof HIO[EE AFHO| &= 20| O] L&A M22 782 spoofdi| LHESH| 02iE

ot XIS 7hM4517| 218l, semi-supervised leaming 71%F framework(®,@)2t adaptive transfer mechanism(®) |2t
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing

< X2t HHHE — progressive learning (semi-supervised leaming based framework)
@ Progressive leaming (PL): Ct£=2| gJ|0|& H|O|HE ¢7| 02| 22X S s Zs17| st MA|7t sk g

@ Adaptive Transfer (AT): MZ22 S| 3240 MESHA CHE5H7| 2l Y
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Z Fake

Source domain

e ———
FRRR

1153

@ labeled data2 2 & 2GH0|E

v

> (@)
Unlabeled data > OC
=T TS
.~ Y. @ pseudo labeled CIOJEf Al 725
\

I/ \
: o : @ YHIO|EE 2= Z pseudo labeling 7124
\ 1

v O //

Unlabeled A e .

© Pseudo-labeled

7 dodCi=al

KOREA UNIVERSITY




Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing

X/

< X2t HHHE — progressive learning (semi-supervised leaming based framework)
@ Progressive leaming (PL): Ct==2| 2{|0| 5 HIO|EE 7] 0|22 =H|E 257 | ot A7t st B

@ Adaptive Transfer (AT): {22 F2| 340 A55HA CHSSH7| flet B

intra-database scenario O Real  Labeled data
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing

» Ao &HHE — Temporal Consistency mechanism

Flow of time

v

Live video

Live Spoof Live Spoof Live Spoof Live Spoof Live Spoof Live Spoof
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing

» Ao &HHE — Temporal Consistency mechanism

Flow of time

v

Live video
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Live
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing

» Ao &HHE — Temporal Consistency mechanism

Flow of time

v

Live video
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing

< Nt EHHE — Temporal Consistency mechanism

Flow of time
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Methods of Face Anti Spoofing

Ct=0-t'N
(o =k-t)

Progressive Transfer Learning for Face Anti-Spoofing

< Nt EHHE — Temporal Consistency mechanism
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing

% Experiment — intra database

X ot Ho S4 220t | WotRAS M, 507H 0] = H|O|E2hE AFESI0 = I 2ot 955 28

Method REPLAY-ATTACK | CASIA-FASD | MSU-MFSD
EER(%) | EER (%) | EER (%) |
With full labeled samples
LBP+LDA [11] 18.25 21.01 -
IQA [37] - 32.46 -
CDD [13] 9.75 11.85 -
IDA [32] - 12.97 8.58
Patch-CNN [38] 0.72 4.44 -
Color [39] 0.42 2.17 4.9
GFA-CNN [40] 0.30 8.3 1.5
S-CNN 0.28 0.53 0.18
With only 50 labeled samples
S-CNN 15.63£5.45 12.2544.22 16.2946.24
S-CNN+PL 1.9310.64 3.214+0.79 3.174+0.56
S-CNN+PL+TC*"9 1.2940.81 3.0840.44 1.08+0.29
[ S-=CNN+PL+TC (Ours) 0.36:0.28 0.6910.39 0.6410.27 |

- 24 -
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing

< X2t HHHE — Adaptive Transfer mechanism

@ Progressive leaming (PL): CH=2] 20| & |31|0|E1 27| Oj2{2 22X E At | flet A7 ots W
@ Adaptive Transfer (A1) |28 930| 320 A=A CHE2517| |5t B
inter-database scenario Source domain data
@ 2% YGo|E
T domai . . Pseudo-labeled data &
arget domain Target domain unlabeled train data 3
LS L [ee il
, ~ (o o
’ S —d 2.
/ AN 3
/ &5 B2 pseudo labeling 1Y
, @ : - @R=l=ro pseudo labeling £/
/
\ O / . =LA
N8 o Source domainZ sH& = 2
~

Unlabeled
@ Pseudo-labeled
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Methods of Face Anti Spoofing

Progressive Transfer Learning for Face Anti-Spoofing

% Experiment — inter database
« = ATOIM ALETH 4712l HIO|E M F 7HE 24 RNz 1715 B O el 2 A}
« 22 EHQUof 2= 20[S HIO[HE Tt AtESIgE ol = 7+ f+t 55 2
- 22 EHQI0EE50702] 2|0]= HIO|EZHS AESIol e 2= 2|0|S H|O|H & Tt AtEet X =

OAS o o
T‘I‘Ol_l'Ao-'oe EEI

2
n=
oot
Ral
0%

A K

=

ok
f>
r

44 B Ert

Method O&C&I to M O&M&I to C O&C&M to 1 [&C&M to O

HTER (%) | | AUC (%) 1 | HTER (%) | | AUC (%)t | HTER (%) | | AUC (%)t | HTER (%) | | AUC (%) 1

All data from source domains are labeled
Color Texture [39] 28.09 78.47 30.58 76.89 40.40 62.78 63.59 32.71
MADDG [33] 17.69 88.06 24.50 84.51 22.19 84.99 27.89 80.02
SSDG-R [42] 7.38 97.17 10.44 95.94 11.71 96.59 15.61 91.54
SSDG-R* 15.8142.50 90.44+1.94 11.14+£1.24 95.661+0.94 23.61%1.54 79.30+3.07 21.82+1.25 85.95+1.12
S-CNN 16.5243.10 91.21£2.77 14.694+2.95 94.10+2.03 28.75+£1.20 78.87+4.12 20.48+4.47 87.47+1.01
S-CNN+PL 12.8343.65 92.07+£3.19 10.1143.04 95.18+2.66 19.5543.28 88.82+4.52 18.044+3.58 88.91+2.13
S-CNN+PL+TC 12.31£2.73 94.63+£2.85 7.854+2.24 97.34+1.99 16.97+£2.45 91.67+4.29 16.61£3.10 90.56+2.76
S-CNN+PL+AT 9.67%1.55 95.81+£1.25 7.32+1.62 97.784+0.59 14.274+1.03 95.21+2.19 16.18+1.40 92.45+1.74
S-CNN+PL+TC+AT (Ours) 7.82+1.21 97.67+1.09 4.01+0.81 98.96+0.77 10.36+1.86 97.16+1.04 14.2310.98 93.661+0.75
Only 50 faces from each source domain are labeled
S-CNN 21.70+£5.88 86.74+6.36 37.71£7.12 68.444-8.45 29.3244.32 72.4645.18 32.1845.23 73.93£6.52
S-CNN+PL 14.9845.02 91.54+4.71 15.75+4.87 93.76+4.21 23.8445.79 80.02+4.52 19.984+5.01 86.0945.58
S-CNN+PL+TC 14.1244.15 91.65+4.28 12.7543.76 94.01+£4.42 19.65+4.24 83.35+2.86 19.7443.55 88.3443.89
S-CNN+PL+AT 11.8943.52 94.23+3.15 8.63+4.29 94.93+3.23 15.5443.10 87.67+3.13 16.01+2.36 89.97+1.79
S-CNN+PL+TC+AT (Ours) 10.7343.76 96.56+2.67 6.51+3.22 96.12+3.34 14.89+-2.39 93.11+2.15 15.73+1.97 91.96+1.43
_26- o JlcitHstul
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Methods of Face Anti Spoofing

Generalize to unseen attack type — domain generalization

% Domain Invariant Vision Transformer Learning for Face Anti-spoofing (2023, WACV)
«  National Taiwan UniversityOf| A| A5t 18 5 7|&F 112 21&
- OifE Aol 7[0F2 A 271K R R%4E + AS
@  Domain invariant Vison Transformer DIVT)S X|t&t
@  =Ojelof el 2 S=(ive)oll tiet S HEE S8 S22 JE0| /IX[ot=S ot &4 &5 (lpi) M2t

—
nl 174 O EX| O SISl AAl SEAgce
® 0o S0l 54 7Y BE S S J0M T i=iohs 24 S, Mt
This WACYV 2023 paper is the Open Access version, provided by the Computer Vision Foundation.
Except for this watermark, it is identical to the accepted version;

the final published version of the proceedings is available on IEEE Xplore.

Domain Invariant Vision Transformer Learning for Face Anti-spoofing

Chen-Hao Liao', Wen-Cheng Chen?, Hsuan-Tung Liu®, Yi-Ren Yeh*, Min-Chun Hu®, Chu-Song Chen'
'National Taiwan University, 2National Cheng Kung University, *E.SUN Financial Holding Co., Ltd.,
“National Kaohsiung Normal University, National Tsing Hua University
r09922113@Rcsie.ntu.edu.tw, jerrywiston@mislab.csie.ncku.edu.tw, ahare-18342@esunbank.com.tw,

yryeh@nknu.edu.tw, anitahu@cs.nthu.edu.tw, chusong@csie.ntu.edu.tw
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Methods of Face Anti Spoofing

Domain Invariant Vision Transformer Learning for Face Anti-spoofing
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Methods of Face Anti Spoofing

Domain Invariant Vision Transformer Learning for Face Anti-spoofing

< dHE 2 2H o
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. oS st e,
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bl XX §2 R0 Qle] TIO|E o 2ntA el Eitel He

™ SHSEl Mobile VIT 22

(b {E )
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DEJDDDE]EIII]
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| 10 II»-IITJF?II
Mobile ViT-S

Vision Transformer _ a
K (@2t0]E 5= 86M) / :> mj2f0|E| 5= 5.6M

. Transformer A€ RS AFRIMES 2] 27HX| SHAE 2 218l Mobile ViT AFHR

@  Large model size
@  High computational cost

=8 ki)
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Methods of Face Anti Spoofing

Domain Invariant Vision Transformer Learning for Face Anti-spoofing
ZHQlo] HO|E{of Z=nHE ol 2

S G U 2X A
o LTI HO|H MOA T =2 de2 Ed5t= A0 Ot YeqX|X| 42
2 O|0|X| MA|o| MEMo= i
™ SH5El Mobile VIT 28

. 7} O|O|E{(spoof)] QI&

2 2 (Lpic) MCF

-« 0| dli&st7| ?Ial,
@ AS9HQ Y=o YS5t= CNNO| Ofl HHH
@  =Oelof &EHeio] HH H=(ive)of tiet EY HEE £E8 S| |E
@ E0Qlof 4ol 4 7d 2 £ S oM izt &4 g, Met

O Real @ Attack 1 @ Attack2 <+ Attack 3

Domain 3 Domain 4

Domain 1 Domain 2
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Methods of Face Anti Spoofing

Domain Invariant Vision Transformer Learning for Face Anti-spoofing
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Methods of Face Anti Spoofing

Domain Invariant Vision Transformer Learning for Face Anti-spoofing

o N YRBE - Ly &L,

@ Eoielo] Aelo] ARl Z2(ve)dl Tt S HEE ST F7Ho| AR YIXIGHES SH 4 B (L) MOt

1 R
Lpic :Nﬂ[xi € D*] - Ifill1

= UK, Dpeet: CHE =O[Qlo| B & AN Y= H[O|H E SILIE Zetet
f; = n(x;): encoder2F£H @2 B EZ HIE

N: X[ AfO| =
Lpic= =210 A2eio] B E AKX Y= HO[|E2 |§ x| HIE{7}
=38 S oM AH(0 = [0])ofl 2H-5HA| ot Aol =&

Feature extractor
(Mobile VIiT)

Real feature maps
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Methods of Face Anti Spoofing

Domain Invariant Vision Transformer Learning for Face Anti-spoofing
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I .
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* Real
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Domain Invariant Vision Transformer Learning for Face Anti-spoofing
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Methods of Face Anti Spoofing

Domain Invariant Vision Transformer Learning for Face Anti-spoofing

% Experiment 1
. S wl2f #IX|orR HIO|H M & 370= ob5 HI0[E, 171l= B2t HIo|HZ 283} Wl ¥ Hlu &Y
. M Al AFECE Ao R EO| R0t 5= =0l
Methods O&C&Ito M O&M&I to C O&C&M to 1 1&C&M to O
HTER(%) | AUC(%) | HTER(%) | AUC(%) | HTER(%) | AUC(%) | HTER(%) | AUC(%)

MADDG (CVPR’ 19) [27] 17.69 88.06 24.50 84.51 22.19 84.99 27.98 80.02
DR-MD-Net (CVPR’ 20) [30] 17.02 90.10 19.68 87.43 20.87 86.72 25.02 81.47
NAS-FAS (TPAMI’ 20) [42] 16.85 90.42 15.21 92.64 11.63 96.98 13.16 94.18
RFMeta (AAAT’ 20) [28] 13.89 93.98 20.27 88.16 17.30 90.48 16.45 91.16
D?AM (AAAT 21) [4] 12.70 95.66 20.98 85.58 15.43 91.22 15.27 90.87
DRDG (IJCAT 21) [41] 12.43 95.81 19.05 88.79 15.56 91.79 15.63 91.75
ANRL (ACM MM’ 21) [19] 10.83 96.75 17.85 89.26 16.03 91.04 15.67 91.90
FGHYV (AAAT 22) [18] 9.17 96.92 12.47 93.47 16.29 90.11 13.58 93.55
SSDG-R (CVPR’ 20) [13] 7.38 97.17 10.44 95.94 11.71 96.59 15.61 91.54
SSAN-R (CVPR’ 22) [32] 6.67 98.75 10.00 96.67 8.88 96.79 13.72 93.63
DiVT-M (Ours) 2.86 99.14 8.67 96.92 371 99.29 13.06 94.04
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Methods of Face Anti Spoofing

Domain Invariant Vision Transformer Learning for Face Anti-spoofing
% Experiment 2

=

Mot 20| 2 10 7S &50] SUE Ul AFRNEL 40t 55 2

T T oo=2

A 120 a5 HIO|He| 28 F0iAM A2 Tl (MSU-MFSD, Idiap Replay-AttackZH &t H|O|H 2 &8)
o

v M&lto C MIEIO|AE HTER 7|&2 2 SSDG-RO| M9t HHE2HCT H50| £
v SHX|ZH H|oH HHEO0| AUCHA S8t A g Ato[of 2 HE)71FE 025% =7| H=0of o= I Ert
O g7 U
Methods M&lI to C M&lI to O
HTER(%) | AUC(%) | HTER(%) | AUC(%)

SSDG-R [13] 19.86 86.46 27.92 78.72
SSAN-R [32] 25.56 83.89 24.44 82.56

DiVT-M 20.11 86.71 23.61 85.73
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Methods of Face Anti Spoofing

Domain Invariant Vision Transformer Learning for Face Anti-spoofing

% Experiment 3
. = oA R oot

-
=
S S =Y

Components 0&C&Ito M O&M&I to C O&C&Mtol [&C&M to O
LEia [ Lpic | HTER (%) | AUC (%) | HTER (%) | AUC (%) | HTER (%) | AUC (%) | HTER (%) | AUC (%)
5.48 93.99 13.22 93.32 17.14 90.98 15.28 90.78
v 2.62 99.10 9.33 96.40 7.71 96.92 15.42 91.52
v 5.71 98.36 10.00 96.80 17.86 88.88 13.33 94.11
v v 2.86 99.14 8.67 96.92 3.71 99.29 13.06 94.04
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Conclusion

)

g2E

. Introduction to Face Anti Spoofing

. HOH S QIS A|AEIO] ofoX 0l RS BHK[SH| fI8H Face Anti-Spoofingil Lo A7} £l
. BX| Z2EH 34 5 X 0 Qlof Cigt YELE 2fot A7t 2Hds| T

. Methods of Face Anti Spoofing
@  Progressive Transfer Leaming for Face Anti-Spoofing (unseen domain — domain adaptation)
v N2 Yo g|0|E H|0|HE AHESH= semi-supervised leaming 7| framework K|t
v BX] ZH E0 Q1 7 X0 E =0]7| 2|3l adaptive transfer mechanism |2t

v 45t MElg = U= pseudo labelE 41785} | {8H temporal confidence consistency mechanism= A 2F

@  Domain Invariant Vision Transformer Leaming for Face Anti-spoofing (unseen attack types — domain generalization)
v Domain invariant Vison Transformer DiVT)S X|t&t
v Q0] &2tRI0] HH E=(ive)dfl tiet EE HIEE £8 S7tef A™0| XSS Sh= &2 S (Lpi) M2

—
v R0 §2E0l 34 7Y B2 5E S J0M 2h=tts £ ) Mt
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